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Abstract— Personalizing healthcare applications requires 
capturing patient specific information, including medical his-
tory, health status, and mental aspects such as behaviors, in-
tentions, and attitudes. This paper presents a privacy-friendly 
system to deduce patient intentions that can be used to person-
alized eHealth applications. In the proposed approach patient 
intention is deduced from web query logs via query categoriza-
tion techniques. The architecture assumes a user application 
which conceals the user’s queries from the central system, 
while only relevant intentions are disclosed. The paper pre-
sents a prototype implementation of the proposed architecture 
to extract intentions for personalizing empowerment services 
for the cardiorenal patient. Emphasis is placed on identifying 
intentions related to travel, diet and physical exercise, as these 
play an important role for the daily management of 
cardiorenal disease. 
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I. INTRODUCTION  

A current challenge in health and care is to create per-
sonalized services. Personalizing eHealth applications re-
quires capturing personal information, which most often 
includes medical history and current biometric readings. 
However, of equal importance are psychological, behavioral 
and cognitive aspects, for example the patients’ plans, inten-
tions, attitudes, and behavior [1]. 

The first two types of personal information, medical his-
tory and current medical status, are commonly harvested 
from personal health records and from wearable sensors 
respectively. Capturing information on personal plans, in-
tentions, and other psychological and cognitive issues is 
rather more complicated. So far, such information is gener-
ally derived via interviews and questionnaires, a rather 
cumbersome process requiring human intervention. Current 
research however increasingly focuses on the person’s web 
involvement as a source for information on psychological 
and cognitive issues [2]. In particular, web searches have 
shown to be a good source to reveal user’s interests and 
intentions [3, 4]. Also, web search engines are one of the 
most popular uses of the web. For example, a recent USA 
survey [5] shows that 72% of internet users have searched 
online for health information of one kind or another within 

the past year while eight in ten online health inquiries start 
at a search engine. 

In this paper we present a privacy friendly system to ex-
tract certain patient intentions that can be used to personal-
ize empowerment and decision support services for the 
cardiorenal patient, as part of the FP7-ICT project CARRE: 
Personalized Patient Empowerment and Shared Decision 
Support for Cardiorenal Disease and Comorbidities (Grant 
no. 611140). Patient empowerment mainly refers to patient 
awareness, engagement, and control [6]. Therefore, person-
alization here is strongly related to the need and intention of 
the patient to acquire new information about a particular 
health concept. Additionally, in the case of the cardiorenal 
comorbid patient and other lifestyle related diseases, an 
important part of care plans and decision support involves 
two different lifestyle aspects, namely diet and physical 
activity. In this context, knowledge on patient’s plans to 
travel is important for the personalization of diet and physi-
cal exercise, as both need to be customized to weather con-
ditions, daily routine, and physical activity level. 

II. INTENTION EXTRACTION AS QUERY CLASSIFICATION 

The extraction of user intention from web queries is usu-
ally seen as a categorization problem, and particularly, a 
classification problem, where queries are classified to pre-
defined categories. These categories represent the user in-
tentions. The query classification is a well-known problem 
as it is used to identify user search goal in order to improve 
search engine retrieval [7]. What makes web queries chal-
lenging is that they consist only of few words (2-3 words on 
average [8]) from which user interest must be extracted. 

A variety of query classification approaches have been 
proposed. Most of them map the queries onto an external 
knowledge source, namely controlled vocabularies, search 
engine query logs [9], search engine results (documents) 
[10], controlled vocabularies [11, 12], Wikipedia category 
graph [13]. Alternative approaches built their own 
knowledge source out of generic, publicly available sources, 
such as the entire web or on purpose created representative 
web subset [12]. 

Web queries can be considered as private information 
[14], since they can reveal interests, political opinions, reli-
gious beliefs, sexual life, and other things a user may like to 
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keep private. All this information according to the European 
Data Protection Directive [15] constitutes sensitive personal 
data and requires special handling. 

Extracting patient intention in order to personalize pa-
tient empowerment applications imposes certain additional 
requirements. In particular, for privacy reasons, the classifi-
cation process should preferably take place at the user-side–
not in a remote, 3rd party server. Thus, the classification 
method should be able to execute on a relatively low end 
personal device like a smartphone or tablet, that is, it should 
require minimum possible CPU, main memory, and disk 
space. Additionally, to account for the diversity in medical 
domain and goal of patient empowerment applications, the 
classification method should allow for updates and refine-
ments of the query category tree and the respective training 
data set. To satisfy these requirements we adopt and adapt a 
query classification proposed by Agrawal et al [12]. The 
basic idea of this approach is to enrich the categories with 
documents from the web and classify the web queries in 
these documents. As shown in Fig. 1, the query classification 
is a two-step process. 

The first step creates the training document set. The pro-
cess uses a generic list of categories representative of the 
entire web. Each category name is then used as a search 
term to fetch documents that create the representative train-
ing set for this category. Our implementation uses the ge-
neric category tree from SimilarWeb [16] web analytics 
service, which is further extended to include additional 
domain specific subcategories. For the particular goals of 
personalizing empowerment of cardiorenal patients, the 
following new categories were deemed appropriate: ‘drugs 
and therapy’, ‘diagnostic tests’, ‘medical equipment and 
sensors’, ‘exercise and physical activity’ and ‘dietary sup-
plements’. This extended category list was used to create 
the training document data set out of the ClueWeb09 B 
dataset [17], an open access 50-milllion English web pages 
dataset created to support research on information retrieval. 
For each category, we collect the top-m ranking results of 
documents and associating them with the category label (for 
this implementation m = 300 as suggested in literature [12]). 
The ranking score of document corresponds to the probabil-
ity that each document belongs to a specific category. Final-
ly, all the collected documents for all categories are indexed 
with the Indri search engine [18] creating an index of cate-
gorized documents. 

 

 

Fig. 1 The flowchart of the query classification process. 

The second step performs the actual web query classifi-
cation task. The patient web query is first searched in the 
training document set produced in the previous step. The 
result of the search is a ranked list of documents. The prob-
ability a query belongs to a certain category is then calculat-
ed as a function of the number of returned documents in this 
category weighted by their ranking scores. In particular, 
assume that the result of the search is a ranked list of docu-
ments , associated with their decreasing LM (Language 
Model) [18] scores  with respect to the lan-
guage model of the query. Note that a document may be 
associated with more than one category, if it is retrieved in 
the top-m for several categories in the previous step. For 
each category , we calculate its score  as 
 

  (1) 
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Fig. 2 The general architecture of our approach. 

Then, we rank all categories in a decreasing score, and 
keep the top-n categories. The number of top-n categories is 
set to be n = 3 based on [12]. 

III. PATIENT INTENTION EXTRACTION SYSTEM  

In this section, we describe the proposed privacy-friendly 
patient intention extraction system. An overview of the 
architecture is presented in Fig. 2. The main components are 
the Query Detector and the User Intention Extractor. Both 
of them are located in patient-side and particularly in the 
personal computer of the patient. 

The first functional unit of the Query Detector is the 
Query Extractor. This is responsible for detecting the user’s 
queries in the web search engines of Google, Bing and Ya-
hoo. It is triggered when the user tries to search something 
on the Internet. The detection of queries is achieved by 
parsing the URLs of the opening pages; the steps that are 
followed are: (1) Detect if a URL is from a search engine. 
(2) Parse the parameters of URL. (3) Export the query from 
the parameters. In the subsequent step, the Query Sender is 
responsible for forwarding the detected queries over HTTP 
locally (using localhost) to the Query Receiver of the User 
Intention Extractor for further processing. 

The User Intention Extractor constitutes a standalone 
application that runs automatically when the operating sys-
tem starts. It is responsible to store locally the incoming 
queries and categorize them in specific categories (e.g. 

travelling, health diseases, etc.) in order to extract the pa-
tient’s intentions. The first component is the Query Receiv-
er, which receives the user’s queries from the local brows-
ers’ extensions and stores them to its Local Storage. In 
order to receive data from a browser extension, it is capable 
of handling HTTP requests. Subsequently, the Query Cate-
gorizer uses as input the queries from the Local Storage and 
categorizes them following the procedure described in the 
previous section. Finally, the Patient Intention Sender is 
responsible for exporting only the relevant intentions 
(health and travel) to the respective eHealth application. The 
communication between the User Intention Extractor and 
the remote eHealth application is encrypted (HTTPS) and 
an authentication mechanism (OAuth) is used to identify the 
patients. 

The Query Detector is implemented in JavaScript as a 
browser extension for the Firefox v34 and the Chrome v39 
(top of Fig. 3). The User Intention Extractor is implemented 
in Java as a standalone application and runs in system tray 
when the operating system starts (bottom of Fig. 3). Both 
implementations are platform independent, thus can run on 
Windows, Linux and Mac OS X. 

IV. DISCUSSION  

In this paper, we presented a privacy-friendly architec-
ture that utilizes a patient’s web queries in order to extract 
intentions. The patient’s intentions constitute an additional 
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and valuable information for personalizing eHealth applica-
tions. The proposed architecture is ‘loaded’ at the user-side 
in a way that most private queries of the patient are not 
revealed to anyone; only the relevant intentions (i.e. health 
and travel issues) are released to the central system. Finally, 
we developed a prototype confirming the feasibility of our 
approach. 

 

Fig. 3 A snapshot of the Query Detector (up) and User Intention Extractor 
(down). 

Work in progress includes improvements on and evalua-
tion of the query classification process by optimizations in 
the health and travelling categories related to the specific 
eHealth domain of cardiorenal disease. 
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