Applications of Machine
Learning and Deep
Learning for Privacy and
Cybersecurity

Victor Lobo

NOVA Information Management School (NOVA-IMS), NOVA

University Lisbon, Portugal & Portuguese Naval Academy,
Portugal

Anacleto Correia
CINAYV, Portuguese Naval Academy, Portugal

A volume in the Advances in
Information Security, Privacy, and IGI GlObal
Ethics (AISPE) Book Series PUBLISHER of TIMELY KNOWLEDGE



Published in the United States of America by
IGI Global
Information Science Reference (an imprint of IGI Global)
701 E. Chocolate Avenue
Hershey PA, USA 17033
Tel: 717-533-8845
Fax: 717-533-8661
E-mail: cust@igi-global.com
Web site: http://www.igi-global.com

Copyright © 2022 by IGI Global. All rights reserved. No part of this publication may be
reproduced, stored or distributed in any form or by any means, electronic or mechanical, including
photocopying, without written permission from the publisher.

Product or company names used in this set are for identification purposes only. Inclusion of the
names of the products or companies does not indicate a claim of ownership by IGI Global of the
trademark or registered trademark.

Library of Congress Cataloging-in-Publication Data

Names: Lobo, Victor, 1965- editor. | Correia, Anacleto, 1961- editor.

Title: Applications of machine learning and deep learning for privacy and
cybersecurity / Victor Lobo and Anacleto Correia, editors.

Description: Hershey, PA : Information Science Reference, an imprint of IGI
Global, [2022] | Includes bibliographical references and index. |
Summary: “This comprehensive and timely book provides an overview of the
field of Machine and Deep Learning in the areas of cybersecurity and
privacy, followed by an in-depth view of emerging research exploring the
theoretical aspects of machine and deep learning, as well as real-world
implementations”-- Provided by publisher.

Identifiers: LCCN 2021052894 (print) | LCCN 2021052895 (ebook) | ISBN
9781799894308 (h/c) | ISBN 9781799894315 (s/c) | ISBN 9781799894322
(ebook)

Subjects: LCSH: Computer networks--Security measures--Data processing. |
Computer security. | Deep learning (Machine learning)

Classification: LCC TK5105.59 .A67 2022 (print) | LCC TK5105.59 (ebook) |
DDC 005.8--dc23/eng/20211207

LC record available at https://lccn.loc.gov/2021052894

LC ebook record available at https://lccn.loc.gov/2021052895

This book is published in the IGI Global book series Advances in Information Security, Privacy,
and Ethics (AISPE) (ISSN: 1948-9730; eISSN: 1948-9749)

British Cataloguing in Publication Data
A Cataloguing in Publication record for this book is available from the British Library.

All work contributed to this book is new, previously-unpublished material.
The views expressed in this book are those of the authors, but not necessarily of the publisher.

For electronic access to this publication, please contact: eresources @igi-global.com.



Chapter 1

User Profiling Using Keystroke
Dynamics and Rotation Forest

Ioannis Tsimperidis

https://orcid.org/0000-0003-0682-1750
Democritus University of Thrace, Greece

Avi Arampatzis
https://orcid.org/0000-0003-2415-4592

Democritus University of Thrace, Greece

ABSTRACT

The anonymity that users can maintain when connecting to the internet, in addition to
the positive effects, such as being able to express their views and ideas freely without
fear of retaliation, also carries some risks, such as the fact that it is a significant
advantage for malicious users. In order to remove the complete anonymity of internet
users, so as to protect unsuspecting users, this work attempts to identify some of
their characteristics, namely gender, age, and handedness, using data coming from
typing. For this purpose, the rotation forest is used as a classifier, and keystroke
dynamics features are selected based on the chi-square feature selection procedure.
The final results show that user profiling can be achieved with an accuracy of 88.9%
in gender prediction, 86.3% in age prediction, and 94.3% in handedness prediction.

INTRODUCTION

People work, communicate, trade goods and services, are entertained and educated,
and much more, in a very different way than a few years ago. Telecommunication
and teleconferencing applications, various eShops, online games, courses of any
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kind, and many more, have made their appearance serving the needs of individuals,
companies, and organizations. The cause of all these rapid changes is the evolution
and dissemination of the Internet and the services it offers. Today, a user has the
ability to connect with other users from anywhere in the world through video calling
or instant messaging applications, or through social networks. Also, every user has
the opportunity to purchase products or services from the global market, with the
same ease that he/she would do in his/her neighborhood, or even easier. It is also
possible to find work for or with companies and individuals that may be located
thousands of kilometers away.

Many opportunities for personal, national, and global growth and development
are offered, but at the same time there are many risks, such as financial frauds,
seduction of minors, hacking, anonymous threats, etc. (Degtereva et al., 2020).
One of the most important reasons for the existence of these risks is the partial or
complete anonymity that a user can maintain when connecting to the Internet. This
anonymity, on the one hand, often proves useful as it helps the user to express and
freely be creative, but on the other hand may alter his/her behavior by turning him/
her into a rude, aggressive, and disrespectful person (Krysowski & Tremewan,
2020). In addition, anonymity or concealment of true identity is one of the major
advantages of malicious users in their plans to deceive unsuspecting users and/or
carry out cyber-attacks.

Alsonoteworthy is that the way in which users interact on the Internet is shaped by
the fact that although a variety of communication methods are offered, such as voice
calls, video calls, file sharing, etc., text is still the dominant form of communication
(Nitzburg & Farber, 2019) among users. A variety of instant messaging applications
are available and many companies invest significant amounts of money in their
development. If we additionally consider the email service, the comments made by
users on various social media, and searches carried out in search engines, each of
which is primarily in text, a backdrop is formed in which text, or rather text typing,
plays a prominent role on the World Wide Web, in user communication, and in
computer operations in general.

Keystroke dynamics are a biometric trait from which information can be extracted
by exploiting data that comes from the way a user types on a real or virtual keyboard.
Studies in keystroke dynamics have been conducted for about fifty years and their
object is mainly user authentication (Raul et al., 2020) in order to replace or enhance
the authentication method using passwords. Keystroke dynamics were also used to
classify users according to an inherent or acquired characteristic, such as gender or
age, as well as to assess users’ physical and mental condition, such as whether they
were exhausted (Ulinskasa et al., 2018), if they suffer from depression (Mastoras
et al., 2019), or if they suffer from a neurological disease (Lam et al., 2020). Many
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years of experimentation with keystroke dynamics resulted in the development of
systems with very good performance in user authentication and user classification.

The features used in keystroke dynamics relate to how the users type, not what
they type, and can be divided into temporal and non-temporal. The most commonly
used temporal features are the keystroke durations which are the time intervals
between the push of a button and its release, and the digram latencies which are
the time intervals between the uses of two consecutive keys. Digram latency can be
expressed in four different ways, firstly, the time elapsed between the pressing of
the first key and the pressing of the second key (i.e. the down-down digram latency
or DDDL), secondly, the time elapsed between the pressing of the first key and the
releasing of the second key (i.e. the down-up diagram latency or DUDL), thirdly,
the time elapsed between the releasing of the first and the pressing of the second
key (i.e. the up-down diagram latency or UDDL), and fourthly, the time elapsed
between the releasing of the first and the releasing of the second key (i.e. the up-
up diagram latency or UUDL). Other temporal keystroke dynamics features are
trigram latencies, which are similarly defined, tetragram latencies, and generally
n-gram latencies, the number and duration of typing pauses, typing speed, etc.
Non-temporal features include the percentages of usage of each of the duplicate
keys, such as “Shift”, “Ctr]”, and the number keys, the mode of correction of typing
errors (i.e., backspace vs. delete), the application in which typing is performed, and
other typing features.

This work uses keystroke dynamics to find some characteristics of completely
unknown Internet users, in order to remove complete anonymity and solve some of
the problems mentioned. To achieve this, a machine learning model is used which
combines simplicity of operation with efficiency, namely the rotation forest. The
next section of the chapter provides a review of the literature related to the topic
of user classification using keystroke dynamics. Then an analysis is made of the
stages of the methodology followed and the results of the experiments conducted
are presented. Following are suggestions for exploiting the findings of this chapter
and references to possible extensions of this research. Finally, the conclusion of the
chapter is presented.

KEYSTROKE ANALYSIS

The reasons for trying to identify certain characteristics of a computer user vary.
For example, when a cybercrime is committed and the culprit is sought, it would be
a valuable help if some of his/her characteristics were known, such as gender, age,
handedness, mother tongue, educational level, etc., in order to reduce the number of
suspects. In another application, targeted advertising would benefit, since on the one
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hand the investment of the companies would have better results and on the other hand
the users would not be overwhelmed with many and indifferent advertising messages,
but with much less and more targeted ones. Also, knowing some characteristics of
the user using a computer enables the user-computer interaction to become much
more successful. That is, it would be possible to provide advice and suggestions to
the users to visit certain websites, use certain services, and participate in certain
groups that are more suitable for them. In addition, by revealing the characteristics
of the users, it would be possible to warn unsuspecting users about the possibility
of falling victim to some deception. These reasons, and possibly others, are the
motivation for many works in the field of keystroke dynamics aimed at identifying
certain characteristics of computer and Internet users.

In one such study, Fairhurst and Da Costa-Abreu (2011) focused on the use
of social networks by young people and the existence of risks of hiding the real
characteristics of users. They used an existing dataset with data from 98 male and 35
female users. They used three simple classifiers, namely k-nearest neighbors, C4.5
decision tree, and naive Bayes, as well as three classifier combination techniques.
The best results came from the dynamic classifier selection based on local accuracy
class (DCS-LA) (Woods et al., 1997), with an error rate of 3% in gender prediction.

Antal and Nemes (2016) attempted to identify the user gender of a mobile device
from data from touchscreen swipes and keystroke dynamics. Thus, they used two
datasets, one created by recording touchscreen swipes while answering a questionnaire
consisting of 58 questions and one created by recording the typing of a specific
password by 42 users, 24 males and 18 females. In terms of keystroke dynamics the
features that were extracted were the keystroke durations, the down-down digram
latencies, the pressure exerted on the virtual keys, and the surface covered when
using the keys. Random forest was used for the classification and the results showed
an accuracy of 93.5% in the identification of the user’s gender.

Lee et al. (2018) also dealt with mobile devices in their research and aimed
to solve the problem of authentication of smartphone users using PIN or pattern
drawing, due to the fact that it is very vulnerable to the shoulder surfing attack.
They collected data from typing on smartphones and as features, among others,
used keystroke durations and all versions of digram latencies. Researchers using
distance algorithms have been able to identify an impostor with an equal error rate
(EER) of 8%, which is an indicator of system performance. EER is a point where
false acceptance rate and false rejection rate intersects, and the lower it is, the more
accurate the system. But importantly, they also found that it is easier to identify an
impostor when the legal user is of the opposite gender, thus proving that it is possible
to separate users according to their gender depending on the way they type, offering
another suggestion for implementing gender classification.
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Udandarao et al. (2020) examined the effect of various characteristics of the users
on the way they type, such as their computer experience, their gender, their height,
etc. They used an existing dataset created by recording 117 volunteers, who typed
two specific sentences and answered a series of questions. Regarding the gender
demographics of the volunteers, 72 were males and 45 were females. The features
they used were keystroke durations, all types of digram latencies, as well as features
related to whole words. For the gender classification, six machine learning models
and four deep learning models were tested, of which the convolutional neural network
(CNN) achieved the highest accuracy of 93%.

Identifying the gender of the person we are talking to is a simple process during
a face-to-face conversation. Facial characteristics, expressions, and differences
imposed by some cultures (such as hairstyle and clothing), are clues for making such
an identification. But all these are absent when chatting on the Internet and this is
the reason why Buker and Vinciarelli (2021) conducted their research to reveal the
gender of the user who communicates via chat applications. They collected data
from the discussion of 60 people, in pairs, through a chat application, of which 35
were females and 25 were males. The features extracted were the density of “!”,
density of “?”, density of non-alphabetic characters, typing speed, backspace time,
etc. For classification they used a random forest reaching an accuracy of 98.8% and
showing what the most important features are for separating users according to their
gender, i.e. typing speed, backspace time, and density of “backspaces”’, among others.

Data similar to those derived from keystrokes were addressed by Van Balet et al.
(2016). Thereason for their research was that gender is hidden in online conversations
often for malicious purposes. Given the differentiation of gestures between males
and females, the possibility of separating users according to their gender depending
on mouse movements was examined. Data were collected from 94 users (49 women
and 45 men) with the two groups having similar statistical characteristics in terms
of age and computer experience. Features were extracted from the data such as the
time that the left click remains pressed, the maximum speed observed during the
movement of the mouse, the total distance traveled by the mouse during an action,
etc. The user gender was predicted using logistic regression and the results showed
an accuracy approaching 76% in an independent test set and once the outliers have
been removed.

Gender is the user characteristic sought in most keystroke dynamics research,
mainly because it is a characteristic that is quite distinct compared to others, such as
age and educational level, as well as because it seems to be of the greatest commercial
interest. Idrus etal. (2014) in their work dealt with other characteristics besides gender
and attempted to do user profiling from data coming from keystrokes. For this reason
they used two datasets, one created by recording the typing of five short phrases and
one by recording free text typing. As a classifier they used a support vector machine
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(SVM) with a radial basis function kernel. They performed experiments to find the
gender, the age group (<30 and *30), and the handedness of users. In each group of
experiments the datasets were balanced by removing excess instances, so that for
example the number of males is equal to the number of females, etc. The results
showed accuracy up to 86% in gender classification, up to 78% in age classification,
and up to 88% in handedness classification.

Beyond gender, the second most frequently sought characteristic is age. In the
studies that involve classification, age groups are defined, and the aim is to find the
group to which a user belongs. The segregation of groups in each separate research
has been usually done based on the limits set by legislation, such as the age that
separates minors from adults, based on the available dataset so that classes with the
same number of instances emerge, or based on other criteria, which could also be
arbitrary. Thus, Tsimperidis et al. (2021) arbitrarily defined four classes and found
the age group that a user belongs to, utilizing data from the typing patterns. A dataset
from the typing recording of 118 volunteers was used and keystroke durations and
down-down diagram latencies were used as features. Of the five classifiers tested,
radial basis function network (RBFN) was the most successful with 90% accuracy.

The dangers of the Internet for children led Uzun et al. (2015) to check how
successfully typing data can be used to distinguish children from adults. For the
needs of their research, they recorded the typing of users who belonged to two age
groups, 10-14 and 18-49 years old. The recording was made on a specific computer
with an application created by the researchers in which they invited the volunteers
to answer some questions. For the separation between children and adults they used
a number of classifiers, of which the linear SVM proved to be the most successful
with EER 8.8%.

In their work, Hossain and Haberfeld (2020) attempted to separate children from
adult users, again with the aim of protecting minors from the dangers of the Internet.
They focused on mobile devices and created an application for recording users, in
which volunteers were asked to press six keys, in a specific order, several times.
They divided users into three age groups, children (5-12 years old), adolescents
(13-17 years old), and adults (18 years old and older). The features that were taken
advantage of were keystroke durations, the surface occupied by the finger, and the
pressure exerted on each virtual key. For the classification they used linear models,
nearest neighbors, and SVMs. The results showed a successful identification of the
user’s age group with a percentage of about 73% on smartphones and 82% on tablets.

In another work, Vesel et al. (2020) was trying to find out if there are any obvious
differences in the way users with mood disorders type. For this purpose, they used
keystroke dynamics data in order to diagnose depression, bipolar disorder, anxiety,
attention deficit hyperactivity disorder, post-traumatic stress disorder, etc. As features
they used inter-key delay (IKD) which are the DDDLs between key types (not between
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each individual key), typing speed, and pauses during typing. An important finding
of their research is the significant differentiation in IKDs between the age groups of
individuals close to 20 years, close to 45 years, and close to 70 years, which makes
it possible to separate users according to their age depending on the way they type.

User handedness is a characteristic which is rarely explored in research, mainly
due to the fact that the datasets that are created are extremely unbalanced and the
classification procedure is very difficult. In a study, Roy et al. (2018) attempt to
reveal the handedness of a smartphone user, among other characteristics. To create
a keystroke dynamic dataset, they developed a web-based application and recorded
92 users typing a particular word seven times. Keystroke durations and all types of
digram latencies were used as features. After removing the outliers from their data,
they proceeded to classification using the SVM, naive Bayes, random forest, and
multinomial nominal log linear model. The best results came from random forest
with 81.5% accuracy.

The handedness of an unknown user, among other characteristics, is sought in
the work of Tsimperidis et al. (2021). Researchers recorded typing by a number of
volunteers during the daily usage of their computers. From the data they collected
they extracted 230 keystroke durations and digram latencies, and by testing five
different machine learning models they were able to identify the dominant hand of
an unknown user with 97% accuracy. While in another study, Earl et al. (2021) tried
to show that the combined use of keystroke and mouse dynamics features can bring
better results in recognizing some user characteristics. To collect keystroke data 240
volunteers copied a piece of text and answered a question. Digram latencies and
the error rates were extracted from the recorded data as features. They followed a
feature selection process and tried some combinations of features to achieve the best
results. Decision trees, random forest, Gaussian naive-Bayes, SVM, and K-nearest
neighbors were used for classification. Finally, experiments showed that a user’s
handedness can be predicted with 73.5% accuracy taking advantage of keystroke
dynamics features.

In addition to the gender, age, and handedness that are sought in this chapter, in
the literature there are also studies that aim to find other user characteristics, such
as ethnicity, educational level, etc. The bottom line, however, is that more and more
efforts are being made in this direction, with new techniques being tested, and there
are now quite reliable systems for finding certain characteristics of computer users
by exploiting data derived from typing.
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METHODOLOGY AND RESULTS

The methodology followed in the present study consists of three steps. Firstly, the
keystroke dynamics data collection. Secondly, the extraction of features from the
data and the selection of the most appropriate ones for user classification according
to the gender, age, and handedness. Thirdly, the use of a machine learning model
and finding its appropriate parameters for effective user classification.

Data Acquisition

An appropriate dataset in keystroke dynamics studies is crucial for performing
experiments and drawing correct conclusions. The dataset should be accompanied
by the appropriate demographics and contain the required data. In some keystroke
dynamics research ready-made datasets were used (Giot et al., 2015) while in others
new ones had to be created. Creating a keystroke dynamics dataset can be done by
recording the typing of users who have been asked to copy a specific piece of text,
a task usually performed in a closed environment, or by recording the typing of
users who type at will, something that is done either by answering specific questions
and performing specific tasks, or by using the computer without any restrictions
and instructions. The former way to create a keystroke dynamics dataset is called
fixed-text and the latter free-text.

In the data acquisition task of this work, the mode that approaches the normal
operation of the computer as close as possible was selected. Specifically, a keylogger
was installed on the volunteers’ computer which has the ability to record typing
actions from any application in a Windows environment. For security and privacy
reasons, the volunteers were given the opportunity to enable and disable the keylogger
whenever they wished, to monitor the recorded data but without being able to modify
it, to leave the process at any time, and to decide whether to deliver or not the log
files. In addition, a consent form was signed in which the researchers pledged not
to share the data in any way and to use it only for the purposes of the present study.
This ensures that personal and/or sensitive data, such as passwords and personal
messages are not leaked to other people.

In a period that lasted a little over 18 months, 118 volunteers were recorded and
handed over log files. Each of the volunteers submitted 3-4 log files resulting in the
creation of a dataset of 387 log files, each of which contains data of approximately
3,500 keystrokes and metadata with the characteristics of the volunteers, among which
was the gender, the age, and the handedness of users. In each log file, each record
corresponds to an action on the keyboard and consists of four fields, separated by a
comma. The first field lists the key on which the action was performed, in the form of
a virtual key code, which is a standard encoding by which each key and each mouse
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action is assigned a number from 1 to 255. With the first 7 codes corresponding to
mouse actions the recording concerned codes 8 to 255. The second field records the
date on which the action took place. The third field records the exact time that the
action took place in the form of an integer that indicates the number of milliseconds
that have elapsed since the beginning of the day, i.e., at 12 midnight. Finally, the
fourth field lists the type of action, which can be key-press or key-release.

Feature Extraction and Feature Selection

From the datarecorded in the dataset it is possible to extract most of the features used
in keystroke dynamics studies. For example, subtracting the value in the third field
of arecord for one keypress from the corresponding value of the next record for the
key-release of the same key results in the keystroke duration. Also, subtracting the
values of the third field that have two consecutive records for key presses results in
DDDL. Moreover, counting the number of records that first field has the value 160,
and those that have the value 161, results in the number of times the left and right
“Shift” were used, respectively, and therefore the percentage of use of each of these.
In similar ways it is possible to extract many other keystroke dynamics features.

The number of available features is in the order of millions and therefore a choice
must be made as to which of them will be used. As such, in the present work, the
most widely used features in keystroke dynamics studies, i.e., keystroke durations
and down-down digaram latencies, were selected. In a log file, each key and each
digram has been recorded many times, resulting in many different measurements
for the same feature. Finally, the value of the feature is the average of these many
measurements. In fact, for reasons of reliable calculation of feature values, when the
use of a key in a log file has been recorded less than five times it is not taken into
account. Similarly, a digram latency is not considered if the corresponding digram
has been recorded less than three times.

Approximately 65,000 features were extracted with this process, which is a very
large number and the use of all of them will lead to time consuming systems. For
this reason, a feature selection procedure was followed in order to find those features
that can best distinguish the users according to gender, age, and handedness.

The Chi-Square feature selection was followed as such procedure. In feature
selection, Chi-Square calculates the correlation between a class and a feature. When
the resulting value of the Chi-square is small it means that it will be difficult to
distinguish the classes only using the feature as class differentiator, and therefore may
be rejected. On the contrary, when the value is high then this feature is characterized
as capable of separating classes. The problem is that the Chi-Square feature selection
procedure can be applied when classes and features are categorical, but the features
used in this classification are measured in milliseconds, i.e., they are numerical.
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However, if numerical features are suitably discretized, they can also be used in
the procedure.

The Chi-Square value for each feature f, which has discretized in v values, in a
classification problem with C classes, is given by the formula:

(O,j _E'f)2

=22 (1)

i

0, is the number of times where feature fis observed to have the i-th value in the
j-th class. Eij is the number of times where feature f is expected to have the i-th
value in the j-th class. If this procedure, which is also described in the work of
Rachburee and Punlumjeak (2015), is followed for each feature in each of the three
classification problems, three lists of features are generated, with features ranked
by their usefulness (as measured by their Chi-Square values) in separating users
according to the characteristics studied.

In Table 1, the first 15 features are ranked with the highest Chi-Square for gender,
age, and handedness classification problems, where each of them is represented
by the virtual key code(s) of the keys that compose it. So, one number indicates
keystroke duration, and two numbers indicate down-down digram latency.

Some observations that can be made from Table 1 are: a) keystroke durations
seem to play a more important role than digram latencies in age classification, while
digram latencies are more significant in gender classification; b) the “A”, “M”,
“N”, and “O” keys, along with the digrams in which they participate, show high
correlation with gender; c) the keys “A” and “T”, along with the digrams in which
they participate, are placed quite high on the list of the most important features
in case of handedness classification; d) in case of age classification, Chi-Square
values are much higher than the other two classification problems, which means
that a feature that is in the two, or all three, lists, in the same ranking position, as
for example with the “D” keystroke duration, is more capable of separating users
by age than others characteristics. It should be noted that as far as observation (b) is
concerned, the keys mentioned are at the left end and at the right end of the character
range on the keyboard. This finding needs to be further studied to find out if there
is a correlation between the location of the keys on the keyboard and the way they
are used by users with different characteristics.

10
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Table 1. Keystroke dynamics features with the highest Chi-Square in gender, age,
and handedness classification

Gender Age Handedness
# Feat. | Keys x Feat. Keys 77 Feat. Keys Y
1 80-65 | P-A 28.4685 | 65-32 | A-(space) 79.2127 | 79 (¢} 51.0753
2 77-65 | M-A | 25.8396 | 69 E 71.9764 | 84-65 T-A 39.4705
3 73-78 | I-N 24.0143 | 79 (¢} 50.5387 | 82-65 R-A 35.2808
4 78-65 | N-A 23.8809 | 65 A 43.8988 | 71 G 28.8362
5 68 D 224733 | 68 D 419577 | 65 A 28.7747
6 77-79 | M-O | 21.7047 | 83 S 40.6108 | 65-84 AT 25.2559
7 75-65 | K-A 21.4770 | 32 (space) 40.5972 | 186 3 23.4427
8 78-79 | N-O 20.5897 | 87 W 40.4034 | 83-84 ST 21.3273
9 76-69 | L-E 20.1416 | 39 (right-arrow) | 39.2502 | 69 E 21.1344
10 | 79-77 | O-M | 19.4597 | 89 Y 36.7346 | 76-69 L-E 20.3488
11 | 65 A 19.2735 | 86 \Y 36.0397 | 66 B 19.0795
12 | 69-73 | E-I 18.8601 | 70 F 35.3603 | 65-32 A-(space) | 17.7110
13 | 79-78 | O-N 18.7485 | 88 X 337660 | 82 R 16.0820
14 | 65-83 | A-S 18.5307 | 73-32 | I-(space) 33.6719 | 186-89 | ;:-Y 15.9355
15 | 87 W 18.4606 | 78 N 30.4884 | 76-73 L-I 14.6795

Rotation Forest

As mentioned in the section “Keystroke Analysis”, many classifiers have been
used to classify users using keystroke dynamics features. Among them are SVM,
random forest, naive Bayes, RBFN, k-nearest neighbors, C4.5 decision tree, and
many others. One classifier that has not been used so far in keystroke dynamics
user classification studies, to our knowledge, is the rotation forest. It is a classifier
ensemble where each base classifier uses a different training set, and all of them
can be trained in parallel.

For each classifier in the ensemble the available feature set, for each of the
classification problems, is divided into a number of subsets. These subsets may be
disjoint or intersecting, but to achieve greater diversity in the training sets of base
classifiers the disjoint subsets are preferred. For each of the feature subsets, half the
classes of the problem are randomly selected and only the instances labeled with these
classes areretained from the original dataset. Thus, anumber of different sub-datasets
are created. For each of these sub-datasets a percentage of the remaining instances
is randomly removed. Then, principal component analysis (PCA) is performed on

11
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the features and the instances of each sub-dataset to calculate the coefficients of
principal components and to form a sparse matrix. The columns of this matrix are
rearranged to correspond to the original features. Finally, the training set for a base
classifier is calculated by multiplying this “rotation” matrix with the initial dataset.
When this process is completed s, the training set for each base classifier is created.
This algorithm is described in more detail in the work of Rodriguez et al. (2006).
Therefore, the classifier parameters are the number of base classifiers, the
number of features that will form a subset (which can be set between two values),
and the percentage of instances that are removed from the dataset. It is noted that
the C4.5 decision tree is chosen as the base classifier, on the one hand because of its
simplicity, and on the other hand because it is sensitive to rotation of the features.

Experiments and Results

The keystroke dynamics feature selection procedure showed 514,690, and 246 features
with a non-zero Chi-Square value for gender, age, and handedness classification
problems, respectively. In the experimental procedure that was followed, all these
features were used, and adifferent number of base classifiers were tested. Specifically,
experiments were conducted for 10, 20, 30, 40, and 50 base classifiers, and for each
different number the best performance of the rotation forest was sought, as measured
by the accuracy, the training time (time to build model, TBM), the F-score (F1),
and the area under the ROC curve (AUC).

The F1 score is used, as acombined measurement of precision and recall, because
accuracy alone cannot fully give the picture of the overall performance of a model
when classes are imbalanced, and because the F1 score is a measurement of how
balanced the prediction across classes is. For example, assume two cases of a system
for a handedness classification problem, where, as expected (Papadatou-Pastou et
al., 2020), the ratio of left versus right handers is 1:10. In the first case, the system
predicts all users as right-handed. The accuracy is 90%, but it is obvious that the
system is not working properly. In the second case, the system correctly predicts
the dominant hand of users 9 out of 10 instances, for all classes. The accuracy is
again 90%, but this system is more reliable. This greater reliability is reflected in
the F-score, where in the latter case is higher.

AUC, which is acommon tool for evaluating predictions, e.g., Cook and Ramadas
(2020), is also used to form a more complete picture of classifier performance. The
receiver operating characteristic (ROC) curve is a plot that presents the recall as
a function of probability of false alarm, which is equal to 1 - precision. The ROC
curve is limited to the interval [0, 1] in both dimensions, thus AUC, which is an area
enclosed between the curve and the false positive rate axis, varies between 0 and 1.
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The well-known 10-folds cross-validation was used in the experiments, i.e., the
dataset is randomly divided into 10 disjoint parts with approximately equal size and
every part is in turn used to test the model induced from the other 9 parts, e.g., Wong
and Yang (2017). In this study, where there are 387 log files, each part in which the
dataset was divided consists of 38 or 39 files. With the volunteers having delivered
3-4 log files it was easy to include all files of each individual in one of the 10 parts,
so that to avoid overfitting in case that one log file from a person could end up in
the training set while another one ends up in the testing set.

Gender Classification

In the gender classification problem two classes were defined, “male” and “female”,
and out of the 118 volunteers who participated in the typing process, 61 were male
(51.7% of all volunteers) who submitted 203 log files (52.4% of all log files) and 57
were female (48.3% of all volunteers) who submitted 184 log files (47.6% of all log
files). That s, the dataset is gender balanced and reflects global demographics, since
men and women are roughly equal in number. Table 2 shows the best performance
of the rotation forest for different numbers of base classifiers.

The best performance shown in Table 2 was achieved for the case of 10 base
classifiers having subsets between 3 and 12 features and removing 50% of instances,
for the case of 20 base classifiers having subsets between 1 and 10 features and
removing 25% of instances, for 30 base classifiers the rotation forest parameters
were the creation of subsets between 5 and 10 features and the removal of 10% of
the instances, in the case of 40 base classifiers the values of respective parameters
were 9, 10, and 50%, and finally, for the case of 50 C4.5 decision trees, which is
the base classifier, the corresponding values of the rotation forest parameters were
3, 12, and 25%.

Table 2. Performance of the rotation forest in the gender classification problem for
different numbers of base classifiers

ClaI::isf?ers Acc. TBM (secs) F1 AUC
10 85.0% 3.27 0.850 0916
20 88.1% 9.33 0.881 0.936
30 87.9% 14.69 0.879 0.939
40 88.4% 14.19 0.884 0.953
50 88.9% 23.09 0.889 0.950
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An obvious conclusion drawn from Table 2 is that performance seems to increase
as more base classifiers are used, at a cost of increasing TBM.

Age Classification

Four age classes were defined in the age classification problem, “18-25”, “26-35”,
“36-45”, and “46+" years old users. Of the 118 volunteers, 31 belonged to the age
group “18-25” (26.2% of all volunteers) who submitted 96 log files (24.8% of all
log files), 37 belonged to the age group “26-35” (31.4%) who submitted 129 log
files (33.3%), 37 belonged to the age group “36-45" (31.4%) who submitted 117 log
files (30.2%), and 13 belonged to the age group “46+” (11.0%) who submitted 45
log files (11.7%). The dataset is balanced in terms of the first three classes, while
the fourth class is less represented, although the number of instances is considered
sufficient as it is less than three times smaller than that of the other classes. Table 3
shows the best performance of the tested classifier for 10, 20, 30, 40, and 50 C4.5
decision trees.

In Table 3 the best performance of the rotation forest with 10 base classifiers
was achieved creating subsets having features between 9 and 10 and removing 50%
of instances, while with 20 decision trees was achieved with subsets of 10 to 15
features and removing the 75% of instances, with 30 decision trees with subsets
of 9 to 10 features and removing the 75% of instances, with 40 trees with 10 to 15
features in subsets and removing 90% of instances, and finally, in the case of 50
base classifiers the best performance achieved having subsets of 10 to 15 features
and removing the 50% of instances.

The conclusion drawn from Table 3 for age classification, similar to that of
gender classification in Table 2, is that effectiveness seems to increase as more base
classifiers are used, at a cost of increasing TBM.

Table 3. Performance of rotation forest in the age classification problem for different
numbers of base classifiers

aigisf?ers Acc. TBM (secs) F1 AUC
10 80.1% 6.14 0.799 0.927
20 83.2% 8.69 0.830 0.953
30 83.5% 12.88 0.833 0.951
40 85.0% 13.60 0.848 0.951
50 86.3% 29.92 0.862 0.963
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Handedness Classification

In most keystroke dynamics studies dealing with handedness, two classes were
defined, “right-handed” and “left-handed”, as shown in the section “Background”.
But in this research the class “ambidextrous”, in which included users who said
they use both right and left hand with the same skill, is added. Of the 118 volunteers
who participated in the process, 105 were “right-handed” (89.0% of all users) who
submitted 343 log files (88.6% of all log files), 10 were “left-handed” (8.5%) who
submitted 35 log files (9.0%), and 3 were “ambidextrous” (2.5%) who submitted
9 log files (2.4%). The dataset is as unbalanced as would be expected according
to global demographics. Table 4 presents the best performance of rotation forest
for different numbers of base classifiers in predicting the dominant hand of users.

The values of rotation forest parameters, and specifically the minimum number
of features in each subset, the maximum number of features, and the percentage of
instances removed, which lead to the best performance showing in Table 4, are as
follows: for 10 base classifiers 1, 10, and 90%, respectively, for 20 base classifiers
3, 20, and 85%, respectively, for 30 base classifiers 5, 10, and 50%, respectively, for
40 base classifiers 1, 10, and 75%, respectively, and finally, for 50 base classifiers
3, 3, and 25%, respectively.

Overall, the number of base classifiers does not seem to impact effectiveness
much, so using a small number (e.g., 10) is recommended in order to avoid high
costs of TBM.

Table 4. Performance of rotation forest in the handedness classification problem
for different numbers of base classifiers

Cl;z:isi'(:ers Acc. TBM (secs) F1 AUC
10 94.1% 1.19 0.930 0.967
20 94.1% 1.47 0.931 0.939
30 94.3% 3.70 0.934 0.964
40 94.3% 5.25 0.935 0.959
50 94.1% 9.43 0.933 0.958

Discussion of the Results

The summary results of the experiments in terms of accuracy in the three classification
problems examined are presented in Figure 1.
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Figure 1. Accuracy in the three classification problems over different number of
base classifiers
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As shown in Figure 1 and Tables 2, 3, and 4, the accuracy in each of the three
classification problems far exceeds the baseline. The baseline can be defined as
the percentage of instances of the dominant class in the dataset. Thus, the baseline
in gender classification case is considered 52.4%, while the highest accuracy that
measured is 88.9%. In the case of age classification, the baseline is considered 33.3%,
while the highest accuracy is 86.3%. Finally, in the handedness classification the
baseline is 88.6% and the highest accuracy is 94.3%.

Regarding the improvement of accuracy in relation to the increase in the number
of base classifiers, different behavior is observed in each of the three cases. In the
search for user handedness, the accuracy does not seem to increase with the increase
of the number of base classifiers and it seems that the 10 C4.5 decision trees are
more than enough to achieve the highest accuracy. In the search for gender, there is
a significant improvement of accuracy as the number of base classifiers increases
from 10 to 20, and then, with the further increase in the number of C4.5 decision
trees the accuracy improves at a much lower rate. Finally, in the search of the age
group that a user belongs to, there is also a significant improvement of accuracy
between 10 and 20 base classifiers, but in contrast to gender classification there
is also a significant improvement between 30 and 50 base classifiers. So, a higher
accuracy in gender and age classification may be achieved by using more base
classifiers. However, this goes beyond the scope of the present study, which is to
use the rotation forest for the first time in experiments with keystroke dynamics
data and to check whether it has promising results. Therefore, the search for the
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highest possible accuracy in gender and age classification is shifted to a possible
extension of this research.

Also, another important parameter of the operation of the rotation forest during
user profiling, which must be taken into account, is the training time required. In
gender classification the highest accuracy is 88.9% and is achieved with a training
time of 23.09 seconds. With a tradeoff of 0.8% in accuracy the training time is
reduced by about 60%, to 9.33 seconds. In age classification the highest accuracy
observed is 86.3% which is achieved with training time 29.92 seconds, while with a
tradeoff of 1.3%, approximately 55% less time (13.60 seconds) is required. Finally,
in the handedness classification the almost highest accuracy, 94.1%, is achieved
with training time 1.19 seconds.

The execution of the experiments showed a correlation between the training time
and the number of base classifiers. The more base classifiers the longer the training
time, since for each additional base classifier an additional iteration is performed
in the algorithm. Also, the training time is affected by the percentage of removed
instances. The higher the removal rate, the shorter the training time, since a smaller
training set is created.

SOLUTIONS AND RECOMMENDATIONS

The rotation forest seems quite promising in creating the profile of completely
unknown users utilizing data from the way they type. However, there are two other
issues that need to be decided.

Firstly, the keystroke dynamics features to be used in the process. Due to the
large number of available features the Chi-Square feature selection procedure was
followed and all those features that presented a non-zero Chi-Square value were used.
Usually, using more features leads to higher accuracy, but it also leads to systems
with longer training time. In the present study it was not tested whether the use of
only some of the features that showed non-zero Chi-Square value would lead to
the creation of a system with similar, or even higher, accuracy and shorter training
time. Also, it was not tested whether the use of features with zero Chi-Square value
would lead to the creation of systems with similar, or even shorter, training time and
higher accuracy. Those two experiments go beyond the objectives of the present
study. In any case, choosing the number of features that will be used, as well as
exactly which features will be used, is a decision that depends on how accurate the
system must be and how fast it must work.

Secondly, a second tradeoff is again between accuracy and training time, but
this time it concerns the number of base classifiers that will be in the ensemble. As
stated in the “Discussion of the Results” subsection, it is possible to choose to create
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an accurate system that runs at a specific time, or a less accurate system that runs
faster. The decision to be made will take into account which is the most important
criterion, accuracy or training time.

FUTURE RESEARCH DIRECTIONS

In the present study it was shown that rotation forest can be used in user classification
using keystroke dynamics data with high accuracy. This research can be extended
in different directions.

Firstly, in terms of the performance of the rotation forest, as mentioned above,
experiments with a larger number of base classifiers should be conducted in order
to check the performance of the model and find the highest accuracy that can be
achieved, especially in gender and age classification problems. Moreover, something
that has also been mentioned is conducting additional experiments that will use
a different set of features than what the Chi-Square feature selection procedure
indicated. In addition, although the C4.5 decision tree is proposed to be the base
classifier, experiments could be conducted using other base classifiers, such as other
decision trees, Bayesian classifiers, k-nearest neighbors, or others.

Secondly, in terms of user attribution, other user characteristics could be
sought, such as educational level, mother tongue, height (which is related to the
length of the fingers), computer experience, etc. For this purpose, additional data
should be collected from a significant number of users so that each defined class
is adequately represented. In this direction of extending the research, and if several
user characteristics that can be detected with high accuracy are included, the ultimate
goal would be to create a system that uses keystroke dynamics features to create the
profile of an unknown user so that it can either be used in the case a digital forensics
investigation, or to facilitate the use of computers and Internet services, or to be
used to protect unsuspecting users. Clearly, there are some issues that need to be
addressed. These are, on the one hand, the consent of the users for the recording
of their typing, and on the other hand, the way in which the recording will be done
in order to avoid the disclosure of sensitive and personal data. One suggestion is
to integrate the keylogging application into the operating systems and to perform
the extraction of keystroke dynamics features locally. These features will be sent to
dedicated servers which will be responsible for evaluating user characteristics, but
also for updating databases with labeled data. In this way, data from users whose
identity cannot be revealed will be shared, as well as will be used only after the
user’s choice, except of course in cases of prosecutorial intervention.

Third, since a very large percentage of users connect to the Internet through
mobile devices, the research should be extended to seek the characteristics of users
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of these devices. For this reason, a suitable keylogger should be developed and data
from typing on smartphones and tablets should be collected. Although there are
differences in the study of typing between portable and non-portable devices, such
as the fact that additional features can be utilized, like the pressure exerted on the
touch screen, the methodology to be followed will be similar.

Finally, as far as keystroke dynamics studies are concerned, a possible extension
is to look for a correlation between user characteristics and how the keys are used
depending on their position on the keyboard. Thatis, for example, to consider whether
left-handed users use the left part of the keyboard differently from right-handed
users, in terms of the time intervals required to use a key, a digram, etc., or, if males
use the keyboard numpad differently than females. Such an extension of the research
may lead to the revelation of some hidden patterns that will develop user profiling.

The present research, with the help of machine learning, seems to be able to
develop into an important tool of cybersecurity.

CONCLUSION

Rotation forest is an ensemble machine learning model that uses a number of base
classifiers, usually decision trees, and can perform classification or regression.
Although it was proposed 15 years ago and has shown very good performance in
various problems, it has not been used to date in user classification with keystroke
dynamics data. In this work, user profiling is attempted with data coming from the
way users type and with the help of the rotation forest which uses the C4.5 decision
tree as the base classifier. Specifically, the gender, the age, and the handedness of
unknown Internet users are predicted, and the highest accuracy achieved was 88.9%,
86.3%, and 94.3%, respectively. The results show that the use of rotation forest in
keystroke dynamics classification problems is very promising and can be the basis
of a machine learning system that will serve as a cybersecurity tool.
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KEY TERMS AND DEFINITIONS

Chi-Square Test: The procedure used to examine the differences between
categorical variables.

Digital Forensics: The process of uncovering and interpreting electronic data.

Digram Latency: The time elapsed between the pressing or releasing of a key
and the pressing or releasing of the next key.

Feature Selection: The process of reducing the number of input variables when
developing a predictive model.

23



User Profiling Using Keystroke Dynamics and Rotation Forest

Keystroke Duration: The time elapsed between the pressing and the releasing
of a key. In the literature it is also found as dwell time, or hold time, or press hold,
or key press time.

Keystroke Dynamics: The way a user uses a keyboard, physical or virtual.

User Profiling: The process of identifying some characteristics of a user.
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