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ABSTRACT

Oneofthecausesofseveralproblemsontheinternet,suchasfinancialfraud,cyber-bullying,and
seductionofminors,isthecompleteanonymitythatamalicioususercanmaintain.Mostmethodsthat
havebeenproposedtoremovethisanonymityareeitherintrusive,orviolateprivacy,orexpensive.
Thispaperproposestherecognitionofcertaincharacteristicsofanunknownuserthroughkeystroke
dynamics,whichisthewayapersonistyping.Theevaluationofthemethodconsistsofthreestages:
theacquisitionofkeystrokedynamicsdatafrom118volunteersduringthedailyuseoftheirdevices,
theextractionandselectionofkeystrokedynamicsfeaturesbasedontheirinformationgain,andthe
testingofusercharacteristics recognitionby training fivewell-knownmachine learningmodels.
Experimentalresultsshowthatitispossibletoidentifythegender,theagegroup,thehandedness,
andtheeducationallevelofanunknownuserwithhighaccuracy.
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INTRoDUCTIoN

Todaytherearemorethan4billionInternetusers in theworldwhouseonlineservices inorder
to communicate, entertain, educate,work, etc.Thewaywe communicateover the Internetwith
someoneelsediffersradicallyfromthewaywedoitinperson.Mostofthetimewedonotseethe
faceofourinterlocutor,norhis/herexpressions,wedonothearhis/hervoice,northewayitstone
changes.Thestimulithatusedtogiveusinformationaboutwhoourinterlocutorisandwhathis/
herintentionsare,haveceasedtoexist.Inaddition,wehavetoconsiderthatoftenauseristalking
to someone completely unknown and that kids and teenagers participate in these conversations,
especiallyinsocialnetworks.Itiseasilyunderstoodthattheselurkmanydangers,suchasfinancial
fraud,seductionofminors,anonymousthreats,etc.Inaddition,itraisesthequestionofhowethical
itisforsomeonetotakeadvantageofthisparticularityofcommunicationandtoconcealhis/her
identityfromhis/herinterlocutor.

According to the definition of “Technoethics” from the work of Alim and Khalid (2019),
technology(apartfrombeingpartofsocialdevelopment)causeschangesinlifestyleandasaresult
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many ethical considerations have to be addressed. Much of these considerations are about the
individuals,andmorespecificallytheethicalquestionsthatareexacerbatedbythewaysinwhich
technologyextendsorcurtailedtheirpower.Consequently,thelimitationimposedonacomputeruser
toknowsomethingsaboutthepersontalking,throughamessagingapplicationforexample,isan
issuetobeconsideredinthelightof“Technoethics”.Justasitwouldinaface-to-faceconversation,
orevenatelephoneconversation,whereeveryonewouldreceiveinformationabouttheirinterlocutor,
consequentlymodifyingtheirattitudeaccordingly,itwouldbefairtodosowherethisinformation
cannotbeobtained.

Onesolutiontotheaforementionedproblemistoknowsomecharacteristicsoftheuserweare
talkingto,butwithoutviolatinghis/herprivacy,suchastheuser’sgender,age,educationallevel,and
soon.Thereareseveralproposalsforachievingthese,suchasthatofCheungandShe(2017),who
triedtorecognizethegenderofusersfromtheimagesgeneratedbytheirmobiledevicesandsharedin
socialnetworks.Thegenderoftheusercanalsobepredictedfrommultimodaldataasdemonstrated
byEstruchet al.(2017)usingacorpuscontainingtextdata,butalsoimageandlocationinformation,
comingfromthreedifferentsocialnetworksfromusersofthreedifferentcities,achievingaccuracy
of 91.3%. A method for recognizing the age of users that exploits sociolinguistically-based and
content-relatedtextfeaturesisproposedbySimakiet al.(2016),whilesimilarly,Arrojuet al.(2015)
trytodeterminethegenderandageofTwitterusersbasedonthecontentsoftheirtweets.Although
inmostcasesthetargetcharacteristicisthegenderand/orageofusers,therearealsomethodsin
theliteraturetryingtodiscoverothercharacteristics,suchastheworkofSeneviratneet al.(2014)
wheretheauthorsattempttodeterminereligion,relationshipstatus,spokenlanguages,andcountries
ofinterestofunknownusersfromsnapshotsofappsinstalledontheirsmartphones.

All theaforementionedapproaches relyonmachine-learningmodelsand theyshowedsome
limitationsinfindingthecharacteristicsofauserwhotriestohide.Forexample,someoftheproposed
methodsrequirespecialequipment,suchasspecialcamerasorkeyboards,orcanonlybeappliedifthe
targetuserhasanaccountinsomesocialnetwork,whilesomeothersusefeaturesderivedfromcertain
phrases,words,N-grams,andcharactersofalanguage,andthereforeareincapableofdealingwiththe
varietyoflanguagesandjargonintoday’sInternet.Consequently,incaseswheresomecharacteristics
ofauserwhoisattemptingtomaintainanonymityaresought,inaforensicinvestigationforexample,
probablynoneoftheabovemethodswouldbeeffectiveorevenapplicable.Incontrary,methods
basedonkeystrokedynamicsfeaturesarefreefromsuchlimitations.Thisisbecausetheonlydevice
keystrokedynamicsmethodsneedisthecommonQWERTYkeyboard,whichisanintegralpartof
desktopsandlaptops,aswellastabletsandsmartphones,initsvirtualform.Furthermore,keystroke
dynamicsmethodsseemtobelanguageindependentsincethefeaturesderivemainlyfromhowthe
userusesthekeyboardratherthanthewordshe/shewritesinaspecificlanguage.Finally,datacanbe
collectednon-obtrusivelyorevenwithoutinterferingwithusers’ongoingworkorconsent,preserving
alsotheirprivacycontent-wise.

Keystroke dynamics canbedescribed briefly as theway a user handles thekeyboard. This
isinterpretedbyhowlongauserneedstousetwo,three,ormoreconsecutivekeys,whichofthe
duplicatekeys(“Shift”,“Ctrl”,“Alt”)prefers,howoftenmakestypingerrorsandhowhecorrects
them(i.e.theuseof“Backspace”,“Insert”,“Delete”,etc.),howoftendoespauseswhiletypingand
whattheirdurationis,etc.Thepossibilityofidentifyinganindividualthroughkeystrokedynamics
isbeingstudiedforover40yearsnow,andavarietyofsystems(Aliet al.,2016)havebeenproposed
toreplacethetraditionalauthenticationschemeusingpasswords.

Thekeystrokedynamicsfeaturesusedcanbecategorizedintotemporalandnon-temporal.The
mostcommonlyusedtemporalfeaturesarekeystrokeduration(thetimeelapsedfrompressingto
releasingakey)anddigramlatency(the timeelapsedbetweentwoconsecutivekeystrokes).The
lattercanbeexpressedinfourdifferentways,whicharedown-down,up-up,down-up,andup-down
digramlatency(El-Abedet al.,2014),dependingonwhetherthehitorreleasetimeofakeystrokeis
considered.Othertemporalfeatures,suchasthoserelatedtotrigrams,tetragramsandn-grams,are
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reportedbySimandJanakiraman(2007).Commonnon-temporalfeaturesarethoserelatedtotyping
speed,errorrate,pausesduringtyping,specifickeysusage,etc.(Alsultanet al.,2017).

Thepresentstudyisnotyetanotherworkonuserauthentication,asisthecasewithmoststudies
onkeystrokedynamics,butanattempttoidentifysomeinherentoracquiredcharacteristicsofunknown
users,namelygender,age,handedness,andeducationallevel,whichaimstoprovideinformationto
acomputeruseraboutwhotheirinterlocutoris.

Therestofthepaperisorganizedasfollows.Firstly,in“Background”section,therelatedworks
in user classification through keystroke dynamics are listed. Secondly, in “Method” section, we
describethedataacquisition,thekeystrokedynamicsfeaturesextraction,andthefeatureselection
procedures.Thirdly,in“ExperimentsandResults”section,theclassificationresultsobtainedbyusing
fivewell-knownmachinelearningmodels,i.e.thesupportvectormachine(SVM),thesimplelogistic
(SL),theBayesclassifier(NB),theBayesiannetworkclassifier(BNC)(Jinget al.,2008),andthe
radialbasisfunctionnetwork(RBFN),arepresented.Theresultsarethendiscussed,in“Discussion”
section,andfinallythepaperisconcluded,in“Conclusion”section.

BACKGRoUND

Althoughmostresearchintokeystrokedynamicshasasitsobjectuserauthentication,therearesome
publishedpapers,especiallyoverthelastfiveyears,inuserclassification.Onceagain,thecharacteristic
soughtinmostcasesisusers’gender,followedbyage.Forexample,Lietal.(2019)studiedthe
possibilityofidentifyingthegenderofauserparticipatedinonlinechatting.Theycollecteddata
fromcommunicationamong45volunteers(35malesand10females),andensuredthatthetraining
datasetwasgender-balanced.Keystrokedurationsandall typesofdigramlatencieswereusedas
keystrokedynamicsfeatures,buttheyextractedonlyfromthe20mostcommonlyuseddigramsin
Englishlanguage.Toidentifythegenderoftheauthorofamessagetheyproposedasystemwhich
combinesRandomForest,ascore-levelfusion,andamajorityvotingmechanism,andmanagedto
achieveacorrectpredictionof76%.Inanotherwork,Plank(2018)usedanalreadyexistingdataset,
whichafterfilteringtoremovedatathatdidnotmeetcertaincriteria,consistedoftypingsessions
from121participants(53femalesand68males).Herpurposewastoidentifywhowastheauthorof
atextamongagroupofknownusers,ortoidentifythegenderandageoftheauthor.Withthehelp
ofthemostcommonlyusedkeystrokedynamicsfeaturessheachievedanF-scoreof0.635ongender
recognition,and0.733onagegrouprecognitionbetween2classes.

Buriroet al.(2016)investigatedthepossibilitytoestimateusercharacteristicsonsmartmobile
devices,namelygender,age,andhandedness,whenuserstypeaPIN/passwordfrom4to16digits.They
collectedtheirdatafrom150volunteersonaspecificdeviceanddefined3agegroups,teenagers(<20),
adults(320and<60),andseniorusers(360).Theyextractedtemporalkeystrokedynamicsfeatures
andusedNaïveBayes,SVM,RandomForest,MLP,andDeepNeuralNetworkforclassification.The
bestresultscamefromRandomForest(RF),whichhadanaccuracyof82.8%ingenderclassification,
87.9%inageclassification,and95.5%inhandednessclassification.RandomForestwasalsothemost
successfulclassifieramong7others,intheworkofRoyet al.(2017).Theyconductedtheirstudy
toprotectkidsfromunknownthreatscomingfromtheInternetandthereforedividedusersintotwo
classes,kidsandadults.Theyusedthreefixedtextdatasetsfrom11to14keystrokes,twocreatedin
desktopcomputersandoneinatouchscreendevice,andexploitedkeystrokedurations,down-down,
up-down,andup-updigramlatencies.Finally,usinganAntColonyOptimization(ACO)technique
theyachievedanaccuracyof92.2%.

StudieswithmoreageclassesarethoseofTsimperidiset al.(2017)whodividedtheusersinto
4groups(18-25,26-35,36-45,46+),andPentel(2018)into6groups(<16,16-19,20-29,30-39,
40-49,50+).Theformerstudyused120down-downdigramlatenciesasfeatures,andwithadataset
of239logfilespresented66.1%accuracycomingfromMLPcombinedwithaboostingalgorithm,
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whilethelatterstudywithdatafrommorethan7,000users,eachofwhichwasrecordedforabout320
keystrokes,and134keystrokedynamicsfeaturesintotalreached61.6%accuracyusingRandomForest.

Handednessisahumancharacteristicthathasbeenextensivelyresearchedintermsofeconomy,
sociology,biology,criminology,etc.(Fagardet al.,2017).Inthefieldofuserclassificationthrough
keystrokedynamics,Brizanet al.(2015)collecteddatafrom329userswhoanswered10-12questions
inaclosedenvironment.Theyusedkeystrokedynamicsfeatures,namelykeystrokedurations,digram
latencies,meantimesassociatedwithusingcommonandrarekeys,etc.,butalsostylometricand
languageproductionfeatures.TheexperimentalresultsshowedanF-scoreof0.223fortheleft-hand
class,withabaselineof0.1,usingLogitBoost,NaïveBayes,SVM,andSimpleLogistic.Shenet al.
(2016)exploitedadatasetcreatedby51users(43right-handersand8left-handers)whotypedan
11characterpasswordseveraltimes,andextractedkeystrokedurations,down-down,andup-down
digramlatenciesasfeatures.TheyusedtheirownweightedRandomForestandachievedanaccuracy
of87.75%.AnotherapproachisthatofPentel(2017)whocollecteddatafrom504users(403right-
handersand101left-handers)throughanelectronicquestionnaireusingJavaScriptcode.Theentire
datasetconsistedofonly43keystrokesbyeachuser,onaverage,butusingNaïveBayes,Logistic
regression,SimpleLogistic,SVM,NearestNeighbor,C4.5,andRandomForestmanagedtopresent
highperformance.Initially,keystrokedurationsanddigramlatencieswereusedandtheF-scorewas
0.643,andthensixmorefeaturesbasedonlocationonkeyboardwereaddedandtheF-scoreroseto
0.995,withthebaselinebeing0.5duetobalancingofdataset.Similarly,intheworkofShuteetal.
(2017)65volunteers(54right-handersand11left-handers)wererecordedinthesamelaptopwhile
typed2-7particularlongtextseach,producing421logfiles.Theauthorssplitthekeyboardintosix
segments,namely“upper”,“middle”,and“lower”,whicheachhasa“left”and“right”,andthen
fedthefeatures,whichwerekeystrokedurationsonly,inC4.5,NeuralNetwork,andRandomForest
classifiersresultinginanaccuracyof94.5%.

Userclassificationstudiesbasedonhowusersusethekeyboardarequiterare.Theremaybeno
otherpublishedworkinseekingageandhandednessofunknownusersotherthanthosementioned.
Infact,wehavenotfoundanypaperreferringtouserclassificationaccordingtoeducationallevel,
whichisoneofthemainfocusesofourwork.Thismakesitinterestingtoconductforthefirsttime
astudyonwhether(andtowhatextent)itispossibletoclassifyusersonthebasisofthisacquired
characteristic,theresultsofwhichcanbeusedinasimilarwayasthoseofinherentcharacteristics.

MeTHoD

Ourmethodologyconsistsofthreeconsecutivephases.Inthefirstphase,wecollectedfree-textdata
fromvolunteerswhoagreedtoparticipateintheexperimentofextractingreal-lifekeystrokedynamics
features,inordertocreateadatasettobeusedforconductingexperimentsofthepresentresearch.In
thesecondphase,weranafeatureselectionalgorithmtosortthefeaturesaccordingtotheircontained
information,inordertoidentifythosefeaturesthatcontainthemostinformation,soastoignorea
multitudeofthemthatdonotcontributemuchtotheperformanceofuserclassificationprocedure,
thusreducingtheruntimeofexperiments.Inthethirdphase,thegender,theage,thehandedness,
andtheeducationallevelofanunknownuseraresoughtbytrainingandhyperparameter-tuningfive
well-knownmachinelearningalgorithms,namelySVM,SimpleLogistic,NaïveBayes,Bayesian
Network,andRBFN,inordertofindamodelthatcandistinguishusersinthebestwayintermsof
theircharacteristics.

Keystroke Dynamics Dataset
Keystrokesdynamicsdatasetscanbecreatedbyrecordinguserseitherinfixed-orinfree-text.The
term“fixed-text”referstothetypingofaspecifictextusuallyinsomeclosedenvironment,while
“free-text”indicatestherecordingofavolunteerduringthetypicaldailyuseofhis/hercomputer.
Ontheonehand,byusingfixed-text,researcherscanfocusonparticularfeatureswhilethesensitive
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dataoftheuserremainsecure.Ontheotherhand,usingfree-textmayrevealfeatureswhichcontain
moreinformation.Inthiswork,thefree-textapproachisfollowedasitintegrateswiththesubject’s
regulartypingactivitiesbetterandislessintrusive.

Tocreateasuitabledataset,afreetextkeyloggernamed“IRecU”,whichcanbeinstalledon
anyMicrosoftWindows-baseddevices,wasdesignedanddeveloped.Ineachofthevolunteerswho
participatedinthisproject,“IRecU”wasinstalledontheirpersonalcomputeranditwaspossibleto
recordtheirtypingatanytime,anywheretheywantedtowork,andusinganyapplication,gathering
datafromthousandskeystrokes,inordertogetthebestpossibleapproximationoftheactualuseofthe
computer.Incontrast,thecreationofotherfree-textkeystrokedynamicsdatasetsintheliteraturewas
donewithvolunteersbeingrecordedonaspecificdevice,orataspecifictime(e.g.somesessions),
orinaspecificlocation(e.g.officeorlab),orinaspecificapplication(e.g.browser),orbycollecting
datafromafewkeystrokes.Inaddition,toprotectvolunteersfromdisclosingtheirpasswordsand
personalmessagestoathirdperson,firstlyasignedstatementwasgiventothemthatthedatawould
onlybeusedforthisresearch,secondlyitwasgivenanoptiontouse“IRecU”whenevertheywant,
andthirdlyanopportunitywasgiventoreview(butnotmodify)therecordeddatasotheycandecide
whethertosharethelogfileornot.

Therearetwoissuestoconsiderhere.First,aswithanyexperimentwherethesubjectknowsthat
he/sheisbeingobserved,itislikelythathe/shewillchangehis/herbehaviorresultingtorecordeddata
whichmaynotberepresentative.Ofcourse,therecordingmethodfollowedsimulatesmuchmorethe
dailyuseofthecomputerbytheusersthantheothermethodspresentedin“Background”section,
andisthereforeconsideredanimprovedapproach.Second,theabilityofvolunteerstouse“IRecU”
whenevertheywantedcouldhaveskewedthedataset.Thisisduethefactthatsomevolunteerscould
usethekeyloggerconstantly,whileothersinspecificapplications.However,followingthispolicy,by
notspecifyingcertaintimesofthedayandspecificapplicationswherevolunteerswillberecorded,
thenon-harassingprocessandtheprivacyoftheparticipantsarebestensured.Inthisway,thedata
isobtainedbyusingcomputersthatapproximatenormaluseasmuchaspossible.

Therecordingofvolunteerswascompletedintwoperiods.Thefirstonehadadurationof10
months,from20/02/2014to27/12/2014,where75volunteersreturned248logfiles,andthesecond
hadadurationof8.5months,from24/10/2017to09/07/2018,where43volunteersreturned139log
files,formingadatasetof387logfilesfrom118users(i.e.almost3.3filesperuser).Ineachfile
therearesomemetadata,suchasthegender,agegroup,dominanthand,educationallevel,mother
tongue,etc.oftherecordeduser,whilekeystrokeswerewritteninrecordsoftheform:

78,#2018-03-19#,45743645,”dn”
79,#2018-03-19#,45743769,”dn”
78,#2018-03-19#,45743785,”up”
79,#2018-03-19#,45743879,”up”
96,#2018-03-19#,45849163,”dn”
96,#2018-03-19#,45849226,”up”

In each record, which is a user’s action on the keyboard, there are four fields separated by
commas.Thefirstfieldrepresentsthevirtualkeycodeofthekeyused(from1to255),thesecond
indicatesthedatetheactiontookplaceintheyyyy-mm-ddformat,thethirdistheelapsedtimesince
thebeginningofthatday(12:00am)inmilliseconds(from0to86399999),andtheforthistheaction,
“dn”forkey-pressand“up”forkey-release.Thelogfilesvariedinsizefrom170KBto271KBand
containeddatafrom2,800to4,500keystrokes.

DemographicsofthedatasetthatareofinteresttothisresearchareshowninTable1.Asitcan
beseen,thedatasetisunbalancedineachofthecharacteristicsbeingstudied.However,itisevident
thatwithregardstogendertherearealmostthesamenumberofmaleandfemalevolunteersand
logfiles,whilewithregardstoageandeducationalleveleachclassisadequatelyrepresented.With
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regardstohandedness,thedatasetisasunbalancedasitshould,sincetheright-handers/left-handers
worldwideratioisapproximately9to1(Cavanagha,2016).

Otherdemographicsofthevolunteersarethatoutof118,104areGreeknativespeakers,8are
Turkishnativespeakers,5areEnglishnativespeakers,and1isBulgariannativespeaker.

Feature extraction and Feature Selection
AsdescribedintheIntroductionofthispaper,therearehundredsofthousandsofkeystrokedynamics
features. In order to keep the complexity low, we considered the most frequently-used features,
namely the keystroke durations and down-down digram latencies. The duration of keystrokes is
calculatedfromthesubtractionofmillisecondsthatcorrespondtothe“up”actionminusthemsthat
correspondtothe“dn”action,forthesamekey.Similarly,thedown-downdigramlatencyresults
fromthesubtractionofmsofa“dn”actionminusthemsoftheprevious“dn”action.Forthefeature
extraction we developed a software application, named “ISqueezeU”, which reads the text files
createdby“IRecU”andcalculatestheaveragevaluesofkeystrokedurationsordown-downdigram
latencies.Inordertodealwithdatasparsity,onlythekeysthathaveatleast5appearancesandthe
digramswithatleast3appearanceshavebeentakenintoaccount,whilefortheotheronesthevalues
weremarkedasunknown.

Althoughwechosetoextractasmallpartoftheavailablekeystrokedynamicsfeatures,their
number isn2+n,withn being thenumberofkeyboardkeys.Thismeans thatmore than10,000
featureswereextracted,whichisalargenumberthatcanleadtosystemswithhightimecomplexity.
Therefore,afeatureselectionprocedureisneeded.

Ofthethousandsoffeatures,theremustbeselectedthosewhicharemostcapableofdistinguishing
usersaccordingtothestudiedcharacteristics,namelygender,age,handedness,andeducationallevel.
Amethodtodothisisbycalculatingtheinformationgain(IG)ofeachfeaturef,whichisthemeasure
thatillustratestheabilityofthatfeaturetoreducetheentropyofasystemx.Itisexpressedas:

Table 1. Number of volunteers and log files per gender, age, dominant hand, and educational level

Characteristic Class
Volunteers Log Files

# % # %

Gender
Male 61 51.7 203 52.4

Female 57 48.3 184 47.6

Age

18-25 31 26.2 96 24.8

26-35 37 31.4 129 33.3

36-45 37 31.4 117 30.2

46+ 13 11.0 45 11.7

Handedness

Right-handers 105 89.0 343 88.6

Left-handers 10 8.5 35 9.0

Ambidextrous 3 2.5 9 2.4

Educational Level
(According UNESCO)

ISCED-3 21 17.8 62 16.0

ISCED-4 7 5.9 23 6.0

ISCED-5 21 17.8 74 19.1

ISCED-6 36 30.5 120 31.0

ISCED-7-8 33 28.0 108 27.9
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IG f fx H x H x, |( ) = ( )− ( )  (1)

TheentropyH(x)ofthesystemxisgivenby:

H x P x P x
i

m

i i( ) = − ( ) ( )
=
∑
1

�ln  (2)

InEquation(2),misthelengthofvectorx,whichintheclassificationproblemisthenumberof
classes,andP(xi)istheprobabilityofclassxi.Inourcasewehave2,4,3,and5classesforgender,
age, handedness, and education level, respectively. With the probabilities of each class for each
classificationproblembeingthoseshowninTable1,theentropyofthesystemis0.692inthegender
classificationproblem,1.325intheageclassificationproblem,0.413inthehandednessclassification
problem,and1.497intheeducationallevelproblem.

ThetermH(x|f)iscalculatedbysplittingthedatasetintogroupsaccordingtothevalueofthe
particularfeaturef.Then,theentropyofeachgroupiscalculatedandH(x|f)isgivenby:

H x
N

n H x
j

k

j j
| f( ) = ( )

=
∑
1

1

 (3)

whereNisthenumberofinstancesoftheinitialdataset,kisthenumberofgroupsthattheinitial
datasetwassplit,njisthenumberofinstancesofthej-thgroup,andH(xj)istheentropyofthej-th
group,whichcanbecalculatedfromEquation(2).

ThisprocedureisalsodescribedintheworkofDashet al.(2013),andifappliedtoeveryextracted
featureinourclassificationproblems,thenalistwiththeamountofinformationthateveryfeature
carrieswillemerge.InTable2,thefirst15featuresarerankedwiththehighestIGforgender,age,
handedness,andeducationallevelclassificationproblems,whereeachofthemisrepresentedbythe
virtualkeycodeofthekeysthatcomposeit.So,onenumberindicateskeystrokedurationandtwo
numbersindicatedown-downdigramlatency.

SomeobservationsthatcanbemadefromTable2are:a)keystrokedurationsseemtoplaymore
importantrolethandigramlatenciesinageandeducationallevelclassificationproblems,whiledigram
latenciesaremoresignificantingenderclassificationproblem,b)the“A”,“M”,“N”,and“O”keys
(alongwiththedigramsinwhichtheyparticipate)carrysignificantamountofinformationincaseof
genderclassification,c)thekeys“A”and“T”(alongwiththedigramsinwhichtheyparticipate)carry
significantamountofinformationincaseofhandednessclassification,andd)incaseofeducational
levelclassificationstheletterkeyslocatedontherightsideofthekeyboard(“O”,“P”,“K”,“L”,“;:”,
“N”,and“M”)appearamongthetoppositionsintheranking.

experimental Procedure and Validation of Models
Thefeatureselectionprocedureindicated514,690,246,and727featureswithnon-zeroinformation
gainonthegender,age,handedness,andeducationallevelclassificationproblems,respectively.Since
wetrytocreatesystemswithhighprecisioninpredictingusercharacteristics,wedecidedtotake
advantageofanyfeaturethatcarriessomeinformation,accordingtotheanalysiswemade,andthus
allthosewithnon-zeroinformationgainwereused.

Severalmachinelearningmodelsweretested,suchasRandomForest,C4.5,k-NearestNeighbors,
RandomTree,OneR,MLP,etc.,whichpresentedlowaccuracy,evenbellowthebaselines,and/or
toolongtrainingtimes.Thefivemodelswhichpresentedthebestperformanceintermsofaccuracy
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andtimecomplexitywereSupportVectorMachine(SVM),SimpleLogistic(SL),NaïveBayes(NB),
BayesianNetworkclassifier (BNC),andRadialBasisFunctionNetwork(RBFN).Therefore, the
resultsofthesemodelswillbepresented.

Thepurposeofmodelvalidationistoensurethattheimplementationsofthemodelsarecorrect
andworkastheyshould.Therearemanytechniquesthatcanbeutilizedtoverifyamodelandseveral
ofthemwereadoptedtovalidatethefivemodelsusedinthiswork.

Firstly,toassesstheperformanceofthefivemodelsfairly,weusethewell-known10-foldscross-
validation,whichdividesthedatainto10disjointparts,uses9ofthemfortrainingandtheremaining
onefortesting,inaround-robinfashion(Jung,2018).Inourcasewherewehave387logfiles,each
partinwhichthedatasetisdividedconsistsof38or39files.Also,thevastmajorityofvolunteers
delivered3-4logfiles.Withthesenumbersitwaseasytoincludeallfilesofeachindividualinone
ofthe10parts,sothattoavoidoverfittingincasethatonelogfilefromapersoncouldendupinthe
trainingsetwhileanotheroneendsupinthetestingset.

Secondly,toevaluatetheeffectivenessofthefeatureselectionprocedureweadditionallyuse
F-score,asacombinedmeasurementofprecisionandrecall,becauseaccuracyalonecannotfullygive
thepictureoftheoverallperformanceofamodelwhenclassesareimbalanced,andbecauseF-score
isameasurementofhowbalancedisthepredictionbetweenclasses.Forexample,assumetwocases
ofasystemforourhandednessclassificationproblem.Inthefirstcase,thesystempredictsallusers
asright-handed.Theaccuracyisalmost89%,butitisobviousthatthesystemisnotworkingproperly.
Inthesecondcase,thesystemcorrectlypredictsthedominanthandofusers8outof9instances,for
right-handed,left-handed,andambidextrous.Theaccuracyisagain89%,butthissystemismore
reliable.ThisgreaterreliabilityisreflectedintheF-score,whereinthelattercaseishigher.

Finally,toassesstherankingabilityoftheclassifiersweusetheareaundertheROCcurve(AUC)
orROCindex(Obuchowski&Bullen,2018).Thereceiveroperatingcharacteristic(ROC)curveisa

Table 2. Keystroke dynamics features with the highest IG in gender, age, handedness, and educational level classification

#
Gender Age Handedness Educational Level

Feat. Keys IG Feat. Keys IG Feat. Keys IG Feat. Keys IG

1 68 D 0.0586 69 E 0.1457 79 O 0.0832 83 S 0.1431

2 80-65 P-A 0.0569 65-32 A-(space) 0.1377 65 A 0.0769 32 (space) 0.1301

3 73-78 I-N 0.0550 79 O 0.1006 82-65 R-A 0.0703 76 L 0.1149

4 77-65 M-A 0.0532 65 A 0.0802 84-65 T-A 0.0656 76-
186 L-;: 0.1050

5 78-65 N-A 0.0515 68 D 0.0791 69 E 0.0592 186 ;: 0.0932

6 65 A 0.0504 32 (space) 0.0781 65-84 A-T 0.0506 80 P 0.0904

7 75-65 K-A 0.0457 39 (right
arrow) 0.0746 82 R 0.0493 89 Y 0.0879

8 77-79 M-O 0.0428 87 W 0.741 71 G 0.0489 77 M 0.0857

9 87 W 0.0422 83 S 0.0721 83-84 S-T 0.0418 85 U 0.0847

10 79-78 O-N 0.0419 89 Y 0.0689 186 ;: 0.0392 84 T 0.0829

11 78-79 N-O 0.0411 86 V 0.0659 66 B 0.0386 75-
186 K-;: 0.0800

12 84-79 T-O 0.0407 84-79 T-O 0.0637 76-69 L-E 0.0382 79 O 0.0799

13 79-77 O-M 0.0404 87-32 W-(space) 0.0620 32-65 (space)-A 0.0371 71 G 0.0793

14 76-69 L-E 0.0402 70 F 0.0618 65-32 A-(space) 0.0361 73-75 I-K 0.0793

15 69-73 E-I 0.0397 88 X 0.0592 84 T 0.0322 72 H 0.0769
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plotthatpresentstherecallasafunctionofprobabilityoffalsealarm,whichisequalto1-precision.
TheROCcurveislimitedtotheinterval[0,1]inbothdimensions,thusAUCvariesbetween0and1.

eXPeRIMeNTS AND ReSULTS

Foreachclassificationproblemcontemplatedinthispaperandforeachofthefivementionedmodels,
a largenumberofexperimentswereconductedtofindthevaluesofclassifiers’hyperparameters
thatleadtothebestperformance,intermsofaccuracy(Acc.),whichisthepercentageofcorrectly
classifiedinstances,thetimecomplexity(TBM---TimetoBuildModel),whichistheCPUtimehas
takentobuildmodel,theF-score(F1),whichistheharmonicmeanofrecallandprecision,andthe
ROCindex(AUC),whichistheareaundertheROC(ReceiverOperatingCharacteristic)curve.

Gender Classification
Aftercarryingouttheexperiments,theresultsobtainedforthegenderclassificationproblemare
thoseshowninTable3.

ThebestperformanceshowninTable3wasachievedforSVMhavingaPolykernel(polynomial
kernel) as kernel type and value 1.2 for the C parameter. For BNC it was achieved having the
SimpleEstimatortoestimatetheconditionalprobabilitytablesofaBayesnetwork,0.001asinitial
count on each value for estimating the probability tables, K2 algorithm for searching network
structures,and1asthemaximumnumberofparentsofeachnodeinBayesnetwork.ForSLitwas
achievedhaving500asthemaximumnumberofiterationsforLogitBoost,180asthelastiterationof
LogitBoostifnonewerrorminimumhasbeenreached,and100%forweighttrimming.ForRBFNit
wasachievedhaving130clustersforK-means,and2.8minimumstandarddeviationfortheclusters.
Figure1visualizestheresultsofTable3.

The comparison of the statistical values of the gender classification methods reported in
section“Background”isshowninTable4,wherethebaselinevaluesofaccuracyandF-scorewere
derivedfromthepercentageofmaleandfemalelogfilesinthetrainingdataset.Thelargerofthe
twopercentageswasconsideredthebaselinevalue.Where“---”isshown,itmeansthatthereisno
informationforthisstatisticalvalue.Asmentionedearlier,genderisthemoststudiedcharacteristic
inclassifyingusersthroughkeystrokedynamics,andthereisclearlymoreworkthanlisted.However,
arepresentativepartisprovidedforcomparisonpurposes.

AGe CLASSIFICATIoN

TheresultsafterhyperparametertuningfortheageclassificationproblemareshowninTable5.

Table 3. Performance of the five models in the gender classification problem

Model Acc. TBM F1 AUC

SVM 86.1% 0.13 0.860 0.859

NB 77.0% 0.02 0.770 0.805

BNC 77.5% 0.05 0.775 0.866

SL 84.2% 9.48 0.842 0.910

RBFN 92.0% 3.67 0.920 0.971
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ThebestperformanceshowninTable5wasachievedforSVMhavingPolykernelandCparameter
equalto0.5.ForBNCitwasachievedhavingSimpleEstimator,0.02asinitialcountoneachvalue
forestimatingtheprobabilitytables,K2algorithm,and1asthemaximumnumberofparents.For
SLitwasachievedhaving500asthemaximumnumberofiterations,100asthelastiteration,and
100%forweighttrimming.ForRBFNitwasachievedhaving110clusters,and1.2minimumstandard
deviation.Figure2graphicallypresentsthestatisticalvaluesofthefivemodelsinTable5.

Figure 1. Performance of SVM, NB, BNC, SL, and RBFN in gender classification problem

Table 4. Performance comparison of gender classification methods

Method Acc. Acc. 
Baseline F1 F1 

Baseline

Liet al.(2019) 76.0% 50.0% --- ---

Plank(2018) --- --- 0.635 0.562

Buriroet al.(2016) 82.8% 50.0% --- ---

Ourbestrun,RBFN 92.0% 52.4% 0.920 0.524

Table 5. Performance of the five models in the age classification problem

Model Acc. TBM F1 AUC

SVM 74.2% 0.19 0.732 0.851

NB 66.9% 0.08 0.660 0.830

BNC 69.8% 0.06 0.696 0.884

SL 71.8% 13.78 0.715 0.879

RBFN 89.2% 4.25 0.892 0.954
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Acomparisonofthemethodsperformanceforclassifyingusersbasedontheirage,astheyreported
inthesection“Background”,ispresentedinTable6,wherethebaselineaccuracyvalueisgivenby
themostlikelyrandomchoice,thatis,theclasswiththemostsamples.Wherenoquotainformation
ofclassesisgiveninthecorrespondingpaper,thedatasetisconsideredtobebalanced.Moreover,
thevaluesdenotedwith“---”indicatethatnoreferenceismadetotheminthecorrespondingpaper.

TheremaybenodirectcomparisonoftheresultspresentedinTable6becauseeachstudyuseda
differentnumberofclasses,dividedusersdifferentlyintoagegroups,andexploiteddatasetsproduced
inavarietyofways.Inthisrespect,thecomparisonisleftatthediscretionofthereader.Whatwecan
claimaboutthesuperiorityofourownmethodisthat,inadditiontothehighaccuracyraterelative
tothenumberofclasses,thedatawasobtainedfromthemostrealisticuseofcomputerkeyboards,
comparedtoallothermethods.

Handedness Classification
IntheproblemofhandednessclassificationtheresultsareshowninTable7.

InTable7,SVMusedPolykernelandvalue0.8fortheCparameter,BNCusedSimpleEstimator,
0.05initialcountforestimatingtheprobabilitytables,K2algorithm,andoneparentatmostforeach

Figure 2. Performance of SVM, NB, BNC, SL, and RBFN in age classification problem

Table 6. Performance comparison of age classification methods

Method # of 
Classes Acc. Acc. 

Baseline F1 AUC

Buriroet al.(2016) 3 87.9% 33.3% --- ---

Royet al.(2017) 2 92.2% 50.0% --- ---

Tsimperidiset al.(2017) 4 66.1% 25.0% 0.658 ---

Pentel(2018) 6 61.6% 16.7% 0.620 0.880

Ourbestrun,RBFN 4 89.2% 33.3% 0.892 0.954
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node,SLused500maximumiterationsforLogitBoost,60iterationasthelimittostopLogitBoost,
and90%forweight trimming,RBFNused70clusters forK-meanswith0.5minimumstandard
deviationforthem.TheseresultsarealsoshowngraphicallyinFigure3.

Table8comparestheuserclassificationmethodsbasedonthedominanthandmentionedin
section“Background”.

Thebaselinevalueswereselectedtobethepercentageofinstancescamefromright-handedusers,
unlessotherwisestatedintherelevantpaper.Thisisbecause,inthecaseofhandednessclassification
duetothehighlyunbalanceddataset,therandompredictionofthedominanthandofanunknown
userwouldbethe“righthand”.Themissingvaluesdenotedwith“---”.

AsitcanbeseenfromTable8,thequalitativedifferencebetweendatasetsusedbythedifferent
methodshasledtoavarietyofbaselines.Therefore,everyonecansettheirowncriteriafordeciding
whichmethodissuperior.Forexample,isitpreferabletostartfromabaselineof83.0%andachieve
anaccuracyof94.5%,orstartfromabaselineof88.6%andachieveanaccuracyof97.2%?Also,
thereisagreatdifferenceinthesizeofthedatasetsusedbyeachmethod.Somemethodshaveused
recordsthatconsistofafewkeystrokes,whileweusedthousandsofkeystrokes.Again,onecanargue
thatusingmoredataleadstomorereliablesystems,whileotherscanarguethatsomesystemsachieve

Table 7. Performance of the five models in the handedness classification problem

Model Acc. TBM F1 AUC

SVM 94.6% 0.09 0.940 0.811

NB 90.7% 0.05 0.896 0.637

BNC 95.6% 0.02 0.954 0.959

SL 95.9% 0.91 0.956 0.957

RBFN 97.2% 1.09 0.973 0.964

Figure 3. Performance of SVM, NB, BNC, SL, and RBFN in handedness classification problem
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highaccuracyrateswithasmallnumberofkeystrokes.Leavingthereaderagaintodecide,westress
thefactthatweseemtobethefirsttousethreeclasses,dedicatingoneofthemtoambidextrous,and
thatweacquiredthekeystrokedynamicsdatainmorerealisticenvironments.

educational Level Classification
ThebestresultsofSVM,NB,BNC,SL,andRBFNfortheeducationallevelclassificationproblem
areshowninTable9.

The best performances shown in Table 9 were derived with the following settings. SVM:
Polykernel andC=0.6.BNC:SimpleEstimator, initial count=0.25,K2algorithm, andparent for
eachnode=5atmost.SL:maxiterationsforLogitBoost=500,lastiterationforLogitBoostifnonew
minerror=80,andweighttrimming=100%.RBFN:clustersforK-means=70andminstddev=0.85.
Figure4showsthecomparisonofmodelsineducationallevelclassificationproblem.

Asitwasstatedbefore,thereisnopublishedworkwhichclassifiescomputerusersaccordingto
theireducationallevelusingkeystrokedynamicsfeatures,sowecannotcompareourresultswithothers.

DISCUSSIoN

FromtheexperimentalresultsshowninFigures1to4,itcanbeseenthatRBFNoutperformsinterms
ofaccuracy,F-score,andareaundertheROCcurveallothermodelsineveryclassificationproblem
examinedinthiswork.SVMdisplaysthesecondbestaccuracy,exceptforhandednessclassification,
whereSLandBNCprovedtobemoreaccurate.ThesamepatternisshowninF-score,withtheSVM
havingthesecondhighestvaluebehindtheRBFN,exceptforhandednessclassification.Inregards
totheareaundertheROCcurve,adifferentiationisobserved,wherethesecondbestvalue,behind
RBFN,ispresentedbySLingenderandeducationallevelclassification,andbyBNCinageand

Table 8. Performance comparison of handedness classification methods

Method # of 
Classes Acc. Acc. 

Baseline F1 F1 
Baseline

Shenet al.(2016) 2 87.8% 84.3% --- ---

Buriroet al.(2016) 2 95.5% 90.7% --- ---

Pentel(2017) 2 --- --- 0.995 0.500

Shuteet al.(2017) 2 94.5% 83.0% --- ---

Ourbest,RBFN 3 97.2% 88.6% 0.973 0.886

Table 9. Performance of the five models in the educational level classification problem

Model Acc. TBM F1 AUC

SVM 74.4% 0.31 0.743 0.868

NB 68.7% 0.03 0.679 0.863

BNC 64.3% 12.45 0.640 0.841

SL 69.5% 14.34 0.692 0.879

RBFN 84.5% 4.08 0.846 0.902
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handednessclassification.However,thefastestmodelsprovedtobeNBandBNC,buttheyhavea
disadvantageinaccuracyandF-scoreinalmosteverycase.RBFNandSLhavethelongesttraining
time,butthevaluesshowninTables3,5,7,and9arenotprohibitivefortheiruseastheyare(without
condensationmethod,reducingthedimensionality,etc.).Inconclusion,itseemsthattheRBFNmodel
isthemostsuitableforuserclassificationaccordingtosomeinherentoracquiredcharacteristics,
mainlybecauseitcorrectlypredictsthegender,agegroup,handedness,andeducationallevelofan
unknownuserwith92.0%,89.2%,97.2%,and84.5%,respectively.Indeed,thesehighpercentages
areachievedwithafewhundredkeystrokedynamicsfeaturesandatatimethatdoesnotexceeda
fewsecondsofmodeltraining,evenwiththecomputingpowerofapersonalcomputer.Ofcourse,
inordertoverifyalloftheabove,newphasesofvolunteers’recordingshouldbefollowedtoenlarge
theexistingdatasetandrepeattheexperimentswithmoredata.

Anotherobservationthatcanbemadeisthat,asmentionedinthe“KeystrokeDynamicsDataset”
section,dataacquisitioninourmethodwasdonethroughaprocessthatattemptedtoapproachasmuch
aspossiblethedailyuseofcomputersbyusers,unlikeothermethodslimitedtoasmallnumberof
keystrokes,ashortrecordingtime,orrecordinginaspecificenvironment.Consequently,theresults
presentedareastrongindicationoffeasibilityofcreatingsystemsthatcanpredictcharacteristicsof
unknownusersonlybythewaytheyusethekeyboard.SuchsystemswilloperateasshowninFigure
5.Whenusers type, thewaytheyuse theirkeyboardisrecorded,andthenthedesiredkeystroke
dynamicsfeaturesareextracted.Thisprocessisexecutedlocallyontheuser’scomputer/device,sono
oneelsehasaccesstothesesensitivedata.Keystrokedynamicsfeaturesaretransferredtothesystem
server,whereusercharacteristicsarerecognized.Incasethatthesefeaturescomefromauserwith
knowncharacteristics,theyareusedtoupdatethedatabase.Finally,thesystemprovidesinformation
ongender,age,handedness,educationallevel,andmaybeotherusercharacteristics.

A proposal for implementation of such a system, which is also suggested in similar works
(Tsimperidiset al.,2018),isitsembedmenttooperatingsystems.Inthisway,oncethekeystroke
dynamicsdatacollected,andoncethedesiredfeaturesextracted,theyaresenttoadedicatedserver
whichisresponsiblefordecidingonthecharacteristicsoftheuser.Therearetwopointsworthpaying
attentionto.First,bysendingkeystrokedynamicsfeaturesinsteadofthedataitself,itisnotpossible
tominesensitiveorpersonalinformationsuchaspasswords,personalmessages,etc.Inaddition,
formoresecurity,keystrokedynamicsdatarecordedlocally,aswellaskeystrokedynamicsfeatures

Figure 4. Performance of SVM, NB, BNC, SL, and RBFN in educational level classification problem
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thataretransmittedovertheInternet,couldbeencrypted.Second,knowingthatpatternsarenotas
prominentasthetypingspeed,butrathertheyarequitehidden,itwouldbeverydifficultforauser
tomodifyhis/hertypingrhythmsoastoconcealhis/hercharacteristics,especiallywhentheproposed
systemdynamicallyadaptsitsparameterstriggeredbytheavailabilityofnewtrainingdata.Inorderto
provetheaboveallegations,furtherresearchwillbeneeded,suchasthedevelopmentofanapplication
thatcapturesonlinekeystrokedynamicsdata,extractstheappropriatefeatures,andtestofhowwell
theaforementionedresultsholdup.However,thisgoesbeyondtheobjectivesofthisstudy.

Someapplicationsofsuchasystemarefirsttoinformunsuspectingusersaboutthecharacteristics
of their interlocutor so as to avoidmisleading them if amalicioususer tries to exploit themby
counterfeitingsomeofhis/hercharacteristics,e.g.ageinseductionofminors.Second,toprovide
valuable information incaseofforensic investigation, forexamplewhenanelectroniccrimehas
beencommittedandsomecharacteristicsof theoffenderarerecognized, therebyexcludingfrom
theproceedingspersonswhosegender,age,handedness,andeducationalleveldonotmatchwith
findings.Third,tofacilitatetheuser,sincebyrecognizingsomeofhis/hercharacteristics,itwillbe
possibletoautomaticallyfillinfieldsinforms,topersonalizetheadvertisingaddressedtohim/her,
andtosuggestwebsitesandgroupsonInternetofhis/herinterest.

CoNCLUSIoN

Often,fullanonymityontheInternetcanmakeitdifficultforusers toaccessusefulservices,or
evenworse,betheadvantageofmalicioususers.Existingmethodsthatachieveusercharacteristics
recognitionrequirespecificdata,suchasfacialimages,orareintrusive,orviolateprivacybyaccessing,
forexample, textswrittenbyusers.Onthecontrary,keystrokedynamicsprovideanon-intrusive
low-costmethodusingdatacomingonlyfromthewayusersusethekeyboard.

Thisstudypresentsaprocessinwhichthemostsuitablekeystrokedynamicsfeaturesareselected
toidentifythegender,theage,thehandedness,andtheeducationallevelofanunknownuser.To
accomplishtheobjective,anewkeystrokedynamicdatasetwascreatedfromrecordingusersduring
thedailyusageoftheirdevices,and387logfileswerecollected.Theinformationgainofeachfeature
wasthencalculatedandtheywererankedaccordingtothereductionofentropyofthesystem.The
experimentalresultsshowedthatitispossibletocreatequitereliablesystemsthatcanrecognizethe

Figure 5. The operation of a user characteristics recognition system employing keystroke dynamics
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aforementionedfourcharacteristicsofanunknownInternetuserwithaccuracyof92.0%,89.2%,97.2%,
and84.5%,respectively,usingonlyafewhundredfeaturesandwithashorttimeofmodeltraining.

Havingtheabilitytorecognizesomecharacteristicsofanunknownuserwhotypesacertain
pieceoftexthassignificantvalueindigitalforensics,targetedadvertisement,andfacilitatingusers.
Butbeyondallthat,itisanethicalissuetoenablesomeonetoknowwhotheirinterlocutorreallyis.
However,wenotethatthedeploymentofsuchasystemmustbeinaccordancewiththecurrentlegaland
regulatoryframework,astheunauthorizedanalysisofkeystrokesmayentailhiddenprivacyviolations,
whichmightinvolvesensitivepersonalinformation(e.g.,inaccordancetotheEUlegislation).

Inconclusion,thepresentworkrecognizestheproblemoflackofstimulationduringInternet
communication,throughmessagingapplicationsforexample,whichwouldhadapersonduringa
face-to-faceconversation.Toavoidanyproblemsthatthismaycause,suchascheatingunsuspecting
usersfrommaliciousones,amethodisproposedforthefirst time(accordingtoourknowledge)
intheliterature,whichexploitskeystrokedynamicsfeaturestogivecomputerusersthenecessary
informationabouttheirinterlocutor.Themethodisbasedonthefactthatitutilizesdatarelatedto
howausertypes,ratherthanwhathe/shetypes,thusensuringthatpersonalorsensitivedatawill
notbeexposed,whilesafeguardingeveryone’sethicrighttoknowafewthingsaboutthepersonhe/
sheistalkingto.

There aremanydirections inwhich this study canbe extended.Oneof these is to conduct
experimentswithkeystrokedynamics featuresexceptkeystrokedurationsanddiagram latencies,
whicharethemostcommonlyusedfeatures.Suchfeaturesmayrelatetousertypinghabits,suchasthe
numberanddurationoftypingpauses,thechangeoftypingrate,thepercentageuseofduplicatekeys,
andsoon.Anotherpossibleextensionisthefurtheracquisitionofkeystrokedynamicsdata,mainly
fromusersofdifferentmothertongues,inordertoexaminetheclaimthatthekeystrokedynamics
methodsarelanguageindependent.Finally,theproposedmethodcanbeapproached,aswell,with
Dempster-Shafer’stheoryofevidence(Suet al.,2015),consideringeachkeystrokedynamicsfeature
asa“view”whichmustbecombinedwithother“views”toproducethefinaloutcome.
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